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Apache Log4j Vulnerabilities - LATITUDE™ 

Boston Scientific has reviewed the Apache Log4j Vulnerabilities impacting Apache Log4j versions 2.17 
and older for the LATITUDE™ product group. See below for the outcome of that investigation: 
 

 
 

Visit www.bostonscientific.com/product-security for the latest official updates and additional details. 
 
For More Information: 

 
 
 
 
 
 
 
 

 

Product Model Number Status 

LATITUDE™ NXT 6446, 6447, 6448, 
6449, 6460 Not vulnerable 

LATITUDE Clarity™ 7260 Not vulnerable 

myLUX™ Patient App 2925, 6259 Not vulnerable 

LUX-Dx™ Clinic Assistant App 2935, 6256 Not vulnerable 

LATITUDE Consult™ 6297 Not vulnerable 

LATITUDE™ EMR 
Secure Courier Client 

6455, 6624 
Not vulnerable 
 
Vendor INFOR states product is not affected. 

LATITUDE Link™ 6215 
Customer action needed to secure customer system.  
Reference the mitigation instructions below if you are 
using LATITUDE Link 

LATITUDE™ Classic 6488 Not vulnerable 
MyLATITUDE™ Patient App N/A Not vulnerable 
LATITUDE™ Programmer & 

Apps 3300 Not vulnerable 

ZOOM™ Programmer & Apps 3120 Not vulnerable 

LATITUDE™ Communicators 

6290, 6280, 6288, 
6299, 6476, 6496, 
6468, 6420, 6498, 
6443 

Not vulnerable 

Heart Connect™ Tablet 3933 Not vulnerable 
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LATITUDE Link™ Mitigation for Apache Log4j Vulnerabilities 

 
 
Technical Details 
The LATITUDE Link Viewer portion of the Link application uses Log4j. A user’s computer running 
LATITUDE Link is susceptible to the vulnerability.   
 
To mitigate the risk this vulnerability poses, please see the mitigation detailed below.  
 
Mitigation 
The following mitigation prevents a successful exploitation: 
 
Upgrade to LATITUDE Link version 1.7.  

a. LATITUDE Link version 1.7 will be available on January 26, 2022. 
b. Once LATITUDE Link Viewer 1.7 is available, a yellow banner notification will be displayed in 

the LATITUDE Link Viewer application until the software update is complete.  
c. To run the LATITUDE Link Updater on the machine where the LATITUDE Link Viewer is 

installed, your IT administrator can navigate: Start Menu > Boston Scientific > LATITUDE Link 
Viewer Updater. 

d. For assistance, contact the LATITUDE EMR Integration Support team at 888-283-8713. 

 
Resources 
If assistance is required to implement one of the above mitigations, have your IT department contact 
the LATITUDE EMR Support line at 888-283-8713. 
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